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ith over 18,000 vessels connected via VSAT 
and the number growing significant ly every day, 
interchange of data via the Internet of Things is 
increasing. With the advantages and convenience of 
this technology comes the increased risk of cyber 
intrusion, raising the possibility that hackers can 
steal valuable data, shut down engines and at some 
point, even alter the course of vessels.  

To combat these threats, there are various 
software solut ions, and one that we found of special 
interest is a solut ion developed by  entegra 
technologies of Dallas, Texas. Known as EntegraBLU, 
the solut ion is a commercial evolut ion of software 
developed by U.S. security agencies that has been in 
use for over twenty years and, to date, has never 
been "broken."  To find out just how it  works, we met 
with Entegra CEO, Nancy Shemwell.

SMW:  Nancy, as you know, there is a huge increase 
in the numbers of vessels connected via VSAT, crew 
members are logging onto the Net and IOT data 
exchange is increasing every day. Where in the 
network to you see the greatest vulnerabilit ies? 

Nancy Shemwell: In a perfect world, all elements of 
the network would be connected point to point by 

fiber, and the only elements that could 
communicate across the network would be 
those physically connected to the network. 
Unfortunately, we don?t live in a perfect world. 

VPN Vulnerability:

In today?s Internet world, during the interval in 
which a user requests access to a VPN and the 
connect ion is made, the network can be 
hacked. 

Today, hackers can use commonly available 
tools to automate and deliver a thousand 
hacks per second, significant ly increasing their 
chances of intercept ing all or part  of the VPN 
encrypt ion key thereby allowing them to 
compromise the network, wander around and 
do whatever they want, even  intermediate 
themselves into the communicat ion.  So, the 
VPN connect ion point is a prime point of 
vulnerability. There are other numerous ways a 
hacker can gain access.

For example, with a VPN, because a VPN is 
always alert  and available, it  is possible  to use 
sophist icated tools to detect its presence and 
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gain entry. In this regard, there is a tool that was 
released inadvertent ly by NSA that can ?spoof? or 
mimic the target VPN allowing the hacker to gain 
access. Another point of entry would be to direct ly 
target the operat ing system. 

So, in sum, hackers can gain access through 
theft  of credent ials, intermediat ing 
themselves into the connect ion, spoofing 
the VPN and attacking the operat ing 
system. While there are other ways to gain 
access, these are the principal threats. The 
bottom line is there is no ?silver bullet? for 
complete cyber security. You need a layer 
of defense in depth.

Once a hacker has gained access to your 
network, they typically wander around for 
about three months in order to figure what 
they want to do ? essent ially looking for 
information that is of value to them i.e. 
credit  card, proprietary financial data, etc, 
etc.

SMW:  So what is the entegra solut ion and how is it  
different and why is to unique and effect ive? 

First  of all, let  me say that our solut ion is designed to 

be deployed to protect the most crit ical elements 
of your network. For example, you may want to 
allow crew members easy access to the Internet, 
but you want to guard against intrusion into the 
"back end" of your network.  

 How We Protect the Network: 

What we do is create a series protected 
enclaves, groups of trusted users, and 
only those users can talk to each other. 
So, even if an authorized user were to 
accidentally introduce a virus into the 
network, it  would be contained within 
the individual enclave and could not 
spread to other enclaves in the network.

We protect each enclave through our 
own proprietary encrypted key 
exchange. Essent ially, we pre-configure 
the encrypt ion keys into the central 
server and remote devices so users 
entering the network with encrypt ion 

keys are instantaneously recognized thereby 
eliminat ing the t ime interval typically required to 
complete a VPN connect ion and the potent ial for 
"spoofing." So, the moment the connect ion is made, 

Essentially, we 
pre-configure the 
encryption keys into the 
central server and remote 
devices so users entering 
the network with 
encryption keys are 
instantaneously 
recognized thereby 
eliminating the time 
interval typically required 
to complete a VPN 
connection and the 
potential for "spoofing."
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the VPN is engaged. The connect ion is never ?in 
the clear.? Once the VPN s established, it  is 
"bullet  proof." 

SMW: How easy is it  to deploy EntegraBlu? Will 
it  work on all networks?

Nancy Shemwell: One of 
the unique features of 
the solut ion is that it  can 
be deployed on legacy 
and next generat ion 
networks. So, no 
hardware upgrades are 
required. We can install 
it  in a virtual mode on 
exist ing equipment, or 
using small devices at 
network access in 
networks requiring a 
legacy solut ion.  Our 
technology is also transport independent. It  
works on satellite, cellular, microwave or fiber.

SMW: So how is EntegraBlu sold? Does the 
customer buy the hardware and license the 
software?

Nancy Shemwell:  What we sell is a managed 
service. So we can install whatever is required 
whether it  is hardware or software.  Of course, 
this is a significant advantage for our customers 
because it  is a "turn key service," and can be 
classified as an operat ing vs. a capital expense.

SMW: So, in 
essence, what I 
understand is that 
you have taken a 
proven, hardened, 
cyber security 
solut ion developed 
by the U.S. security 
agencies and 
modified it  for 
commercial use, 
lowering its cost 
and easy of 

implementat ion . Is that correct?

Nancy Shemwell: Absolutely.  As the solut ion 
has never been "broken," it  is a formidable 
defense against intrusion and especially suitable 
for the VSAT mobility environment.  Given the 
fact that eventually most commercial vessels 
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and aircraft  will eventually enjoy the advantages of 
"always on" connect ivity and IOT, securing the 
connect ion will become ever more important. 

SMW: Thank you very much, Nancy. Given the 
growing concern for cyber security in mobility 
environments served by VSAT, our readers should 
find EntegraBLU of special interest.
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