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General:	
	
Over	the	past	few	years,	cyber-attacks	have	increased	on	
enterprise	and	industrial	computer	systems.	The	potential	
damage	of	attacks	on	critical	infrastructures	is	large	and	may	
affect	the	ability	of	a	modern	state	to	function.	An	examination	
of	these	attacks	over	the	past	two	years	shows	that	the	
attackers	are	acting	in	a	focused	manner	to	strike	at	these	
systems.	

The	world	of	cyber-defense	is	led	by	elements	of	the	civilian	
commercial	market,	and	especially	by	companies	that	develop	
new	technologies	while	investing	many	resources	and	
competing	with	each	other.	Competition	accelerates	rapid	and	
constant	progress.	

EntegraBLUTM	provides	a	proven	and	hardened	solution	which	
has	been	put	to	the	test	for	over	a	decade	in	critical	national	
security	applications.	

A	key	objective	of	EntegraBLUTM	is	to	enable	the	migration	and	
integration	of	existing	cyber-defense	capabilities	to	protect	
critical	infrastructure	systems.	

EntegraBLUTM	presents	a	holistic	and	comprehensive	solution	
for	large	infrastructure	organizations	as	well	as	small	
organizations	that	wish	to	implement	defense	against	specific	
threats	and	targeted	attacks,	as	well	as	general	threats	and	
large-scale	attacks.	

All	the	design	and	planning	of	the	system	was	carried	out	from	
the	outset	with	an	understanding	of	the	need	for	secure	
development,	building	solutions	to	the	range	of	known	threats,	
and	thinking	about	expected	and	unrecognized	threats.	A	
central	principle	in	the	EntegraBLUTM	defense	solution	is	to	
eliminate	the	need	to	establish	a	management	channel	for	the	
exchange	of	encryption	keys,	and	therefore	there	is	no	fear	of		
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open	and	visible	communication,	and	in	fact,	the	entire	
communication	is	encrypted	all	the	way.	

The	combination	of	solutions	offered	by	EntegraBLUTM	for	
cyber-defense	presents	one	of	the	most	impressive	visions	in	
the	market.	

Details: 
EntegraBLUTM	products	are	designed	to	remove	end-user	
discretion	from	security	policy	choices.	But,	they	also	
anticipate	human	error,	or	maliciousness,	and	will	usually	
generate	a	significant	audit	trail	of	attempts,	successful	or	
not,	intended	to	bypass	the	security	constraints.	The	
reputable	quality	of	the	audit	trail	provides	legally	admissible	
evidence	of	human	tampering	if	necessary.	

BorderGuard®,	RemoteLinkTM,	and	RemoteShieldTM	–		

An	important	feature	of	the	BorderGuard-RemoteLink(Shield)	
system	is	its	layer	2	over	layer	3	architecture.	Regardless	of	
the	network	media	over	which	the	secure	connections	are	
established,	all	of	the	interconnected	enclave	nodes	appear	
to	be	on	a	common	Ethernet	network.	This	provides	the	most	
compatible	and	simplest	network	interconnection	supporting	
all	modern	computer	and	equipment	protocols.	Additionally,	
auto-discovery	mechanisms	commonly	used	by	the	systems	
continue	to	work	as	seamlessly	as	they	do	within	the	
enterprise	network.	

Additionally,	the	EntegraBLUTM	components	are	intended	to	
be	invisible	to	the	enclave	and	not	discoverable	from	the	
exterior	network.	This	enhances	the	security	posture,	which	
does	not	assign	more	or	less	trust	to	the	“inside”	versus	
“outside.”	This	becomes	significant	in	defending	against	pre-
existing	interior	exploits	that	are	intended	to	export	sensitive	
information	to	an	attacker.	For	instance,	a	key	logger	that	
captures	a	user’s	password	does	no	harm	if	its	payload	
cannot	be	delivered.	

Key	features:	

• Strong	mutual	authentication	of	each	connection	based	
upon	public-key	cryptography.	

• Privacy	of	communication	achieved	through	full-packet	
encryption	of	all	interior	communications.	Uses	AES	with	
128	bit	or	256	bit	key	lengths.	All	traffic	encryption	keys	
are	dynamically	and	securely	negotiated	for	each	tunnel.	

• Packet-level	integrity	checking	using	a	
secure	hash.	

• Isolation	and	protection	from	non-
enclave	communications.	Each	node	
within	the	secure	network	will	only	
receive	network	packets	that	
originated	from	another	enclave	node	
within	the	secure	network.	By	default,	
there	is	no	split	tunneling	or	protocol	
bypass	in	the	system.	

• Auditing	of	all	connections,	
disconnections,	and	policy	changes	
that	could	potentially	impact	the	
security	of	the	system.	Audit	
information	is	securely	collected	at	a	
central	management	node	and	
forwarded	to	other	management	
platforms	as	appropriate.	All	audit	
information	is	cryptographically	
reputable.	

• The	system	also	supports	specialized	
configurations	that	can	provide	
anonymity	amongst	participating	
nodes,	including	the	mitigation	of	
possible	traffic	analysis	by	third	
parties	observing	the	
cryptographically	protected	packets	
traveling	over	public	networks.	

The	BorderGuard®	is	a	hardware-based	
system	for	providing	access	to	a	data	
network	while	transporting	packets	over	
another	network.	It	does	this	while	
maintaining	mandatory	separation	of	the	
two	networks	such	that	no	nodes	on	
either	network	can	communicate	with	
nodes	on	the	other	network.	

The	RemoteLinkTM	and	RemoteShieldTM	
are	the	counterparts	to	the	
BorderGuard®.	These	are	the	elements	
that	are	found	at	the	protected	devices	
themselves,	collectively	known	as	the	
“edges”	of	the	protective	enclave.	The	
BorderGuard®	server	provides	the	ability	
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of	the	RemoteLinkTM	and	RemoteShieldTM	to	communicate	
securely.	Ultimately	in	a	typical	deployment	one	
BorderGuard®	can	serve	many	(up	to	thousands)	of	
RemoteLinkTM	or	RemoteShieldTM	endpoints.	

Needs:   
One	of	the	major	challenges	for	organizations	in	securing	their	
infrastructures	is	the	sophistication	of	cyber	attackers	today.	
Another	challenge	is	to	create	regulations	and	procedures	for	
industry-focused	systems.		

SCADA	systems	require	100%	protection	to	secure	the	ICS,	but	
many	currently	have	no	real	protection	or	are	protected	by	
techniques	with	known	vulnerabilities.	Much	of	the	installed	
base	of	equipment	is	aging,	the	amount	of	damage	to	them	has	
increased,	and	the	number	of	attacks	against	them	and	against	
the	manufacturers	has	also	increased.	

The	main	vulnerabilities	in	Industrial	Control	Systems	are	
communications	protocols,	architecture,	patch	management,	
authentication,	vendor	unreachability,	older	versions,	outdated	
application	development,	and	multiple	protocols.	

Most	Industrial	Control	Systems	come	from	different	vendors	
and	run	specific	operating	software,	applications,	and	protocols	
(GE,	Rockwell,	DNP3,	Modbus).	As	a	result,	security	and	defense	
systems	developed	for	information	systems	need	conversion	to	
protect	and	defend	Industrial	Control	Systems	–	making	the	
direction	of	EntegraBLUTM	seem	promising.	

The	concept	is	complete	and	designed	to	deal	with	all	aspects	of	
the	threat	stages	-	identification,	prevention,	and	response,	
without	the	need	to	recognize	the	threat,	the	vector	of	attack,	
or	its	signature,	and	therefore	the	solution	is	capable	of	
responding	to	the	new	threats	of	tomorrow.	

It	is	already	a	system	that	is	not	"another	layer	of	protection"	or	
another	endpoint	product	in	the	station.	This	is	one	of	the	
strongest	defense	measures	in	the	market,	defined	as	the	"Last	
Line	of	Defense"	–	dealing	with	threats	that	have	succeeded	in	
bypassing	the	layers	of	defense	and/or	active	threats	already	in	
the	organization's	stations.	The	conversion	of	the	system	to	
critical	infrastructure	will	also	enable	it	to	protect	and	defend	at	
a	level	that	is	not	present	today.	

There	are	several	proven	advantages	to	this	type	of	solution.	
The	premise	of	the	solution	is	that	the	threat	is	already	inside,	
or	that	it	will	eventually	find	a	way	around	traditional	security	

circles	to	this	Last	Line	of	Defense	location.	It	
is	focused	on	the	stages	of	damage	to	the	
system	(e.g.,	deletion,	encryption,	
tampering,	data	extraction,	etc.).	True	zero-
day-defense	defenses	are	also	indifferent	to	
the	type	and	source	of	the	threat,	having	no	
need	to	recognize	the	threat	but	to	stop	it	
and	provide	a	holistic	approach	that	
surrounds	the	"life	cycle	of	the	attack,”	
without	affecting	the	stations	or	end	users.	

Conclusion:  
In	recent	years,	the	frequency	of	
cyberattacks	on	crucial	computer	systems	
and	critical	national	infrastructure	has	
increased,	as	has	the	complexity	of	these	
attacks.	Some	define	the	process	as	the	
gradual	development	of	a	"cyber	arms	race.”	
In	the	2016	Report	on	Global	Risks	published	
by	the	World	Economic	Forum,	the	threat	
posed	by	potential	cyberattacks	was	
mentioned	several	times	as	one	of	a	number	
of	global	threats;	emphasized	was	the	fact	
that	threats	of	this	nature	will	increase	in	
quantity	and	severity	in	the	coming	years.	
The	Reports'	authors	noted	that	
cyberattacks	can	disrupt	the	functioning	of	
governments,	economies,	and	societies.	
Furthermore,	cyberattacks	will	be	integral	
parts	of	every	future	conflict.		

While	the	technology	of	cyberwarfare	has	
existed	for	more	than	three	decades,	it	has	
only	been	in	the	past	few	years,	especially	
since	the	exposure	of	Stuxnet	in	Iran,	that	
the	subject	has	been	publicly	raised	by	
policy-makers.	Various	scholars	who	have	
examined	the	place	of	cyberwarfare	in	the	
field	of	international	relations	and	security	
studies	differ	about	the	potential	impact	of	
cyber	conflicts.	They	disagree	as	to	whether	
cyberwar	is	a	new	type	of	warfare	or	
whether	it	is	an	additional	weapon	that	will	
be	used	in	war.	Despite	these	
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disagreements,	most	scholars	agree	that	cyberwarfare	can	
cause	long-lasting	damage	to	civilians'	lives,	but	as	of	now,	a	
country	cannot	be	conquered	solely	by	cyberwarfare.	
Notwithstanding	the	differences	of	opinion	in	the	research	
literature	concerning	the	severity	of	the	damage	cyberwarfare	
can	cause	to	a	given	country,	most	experts	agree	that	the	
technological	development	of	cyberwarfare	constitutes	a	new	
type	of	threat	to	the	national	security	of	countries	and	
industries.		

EntegraBLUTM	will	enable	the	conversion	of	existing	defense	
systems	to	IT	systems	for	critical	infrastructure	systems.	The	
cooperation	presents	a	holistic	and	comprehensive	solution	for	
large	infrastructure	organizations	as	well	as	small	organizations	
that	wish	to	implement	defenses	against	specific	threats	and	
targeted	attacks,	as	well	as	general	threats	and	large-scale	
attacks.	

The	great	advantage	in	my	view	is	in	the	ability	of	EntegraBLUTM	
to	be	integrated	into	protection	systems	that	already	exist,	as	
well	as	the	ability	to	place	this	defense	regardless	of	the	
manufacturer	or	type	of	system.		

It	is	important	to	emphasize	that	it	will	be	necessary	to	make	
adjustments	to	the	various	systems,	as	well	as	the	penetration	
tests	for	the	defense	system,	the	production	house,	and	the	
operating	systems	in	order	to	examine	EntegraBLU’s	
effectiveness	and	compliance	with	various	scenarios	of	cyber-
attack.	However,	from	my	experience,	I	can	say	that	switching	
to	EntegraBLUTM	defense	systems	for	critical	infrastructure	
protection	will	be	a	breakthrough	in	the	ability	to	defend	these	
systems	holistically	and	comprehensively,	and	there	is	thought	
in	the	development	of	cyber-	attacker	vision	and	secure	
development.	

The	fact	that	the	defense	solution	is	based	on	eliminating	the	
need	to	establish	a	management	channel	for	the	exchange	of	
encryption	keys	means	that	there	is	no	fear	of	open	and	visible	
communication,	and,	in	fact,	the	entire	communication	is	
encrypted	all	the	way,	constituting	a	solution	that	breaks	
equality	as	opposed	to	other	defense	solutions	in	the	market.	
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